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1 Terms and Abbreviations

1.1 USB & Debug Terms and Abbreviations

Term Description

adb Android Debug Bridge

APE Application Processor Engine

BELT Best Effort Latency Tolerance. Please see USB
3.1 Architecture specification.

BOS Binary Object Store Descriptor. See USB 3.1
Architecture specification

Capabilities Those attributes of a USB device that are
administrated by the host.

Configuration A collection of one or more interfaces that may be
selected on a USB device.

Control A logical object within an Entity that is used to

manipulate a specific property of that Entity.

Composite Device

A device that contains more than one interface
descriptor is known as a composite USB device.

Debugger

The debug application running on the USB host
that controls the debug session and receives the
debug traces.

Descriptor

Data structure used to describe a USB device
capability or characteristic.

DUD

Debug Unit Descriptor.

DbC

Debug Capability on the Extended Host Controller
Interface

Dfx

Design for Debug or Test. This refers to a logic
block that provides debug or test support.

DvC

Debug Capability on the USB device (Device
Capability)

DxC

Refers to DbC or DvC interchangeably

DTS

Debug and Test System. This is the debugger
application running on the host together with any
probes connecting it to the Target System (i.e.,
device under test). For USB 3.1 Debug, this refers
to the host laptop or PC running the debugger.
There is typically no probe involved, but vendors
may provide a Probe for enhanced capability.

DTT

Debug and Test Target (also called a Target
System (TS))

DIC

Debug Interface Collection. This refers to the
collection of Debug interfaces within the same
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Debug Function.

Device

USB peripheral.

Endpoint

Source or sink of data on a USB device.

Entity

A Unit, Terminal or Interface within the debug
function, each of which may contain Controls.

Function

A set of one or more related interfaces that
expose a capability to a software client

GUID

Global Unique Identifier. Also known as a
universally unique identifier (UUID). The
Guidgen.exe command line program from
Microsoft is used to create a GUID. Guidgen.exe
never produces the same GUID twice, ho matter
how many times it is run or how many different
machines it runs on. Entities such as video
formats that need to be uniquely identified have a
GUID. Search www.microsoft.com for more
information on GUIDs and Guidgen.exe.

HW

Hardware

Host

Computer system where a Host Controller is
installed.

Host Controller

Hardware that connects a Host to the USB.

Host Software

Generic term for a collection of drivers, libraries
and/or applications that provide operating system
support for a device.

IAD Interface Association Descriptor. This is used to
describe that two or more interfaces are
associated to the same function. An ‘association’
includes two or more interfaces and all of their
alternate setting interfaces.

Interface An Entity representing a collection of zero or more
endpoints that present functionality to a Host.

IC Input Connection

IP vendor Intellectual Property vendor.

JTAG Join Test Action Group

oC Output Connection

(OF] Operating System

OoTG On-the-Go: Supplement to the USB standard for
mobile devices. Amongst other functional
enhancements, it allows point-to-point
communication and greater power-efficiency.

MIPI MIPI Alliance. See www.mipi.org.

MIPI STP MIPI System Trace Protocol [1]

Payload Transfer

In the context of the USB 3.1 Debug Class, a
Payload Transfer is a unit of data transfer
common to bulk and isochronous endpoints. Each
Payload Transfer includes a Payload Data
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followed by Payload Footer. For isochronous
endpoints, a Payload Transfer is contained in the
data transmitted during a single service interval:
up to 1024 bytes for a super-speed endpoint. For
bulk endpoints, a Payload Transfer is contained in
the data transmitted in a single bulk transfer
(which may consist of multiple bulk data
transactions).

Payload Data

Format-specific data contained in a Payload
Transfer (excluding the Payload Footer).

Payload Footer

A header at the end of each Payload Transfer that
provides data framing and encapsulation
information.

Run-control Run-control is a generic term referring to run-
mode control or stop-mode control. Stop-mode
control use the TAP infrastructure to perform halt,
single-step, breakpoint, etc. debug operations.
Run-mode uses a kernel debugger or similar
software debug capability to perform similar
operations.

Run-mode See Run-control

Stop-mode See Run-control

SoC System on a Chip.

STM Module implementing the MIPI STP protocol

STP See MIPI STP

TAP Test-Access Port

TD Transfer Descriptor

TS Target System (also called a Debug and Test
Target (DTT))

TRB Transfer Request Block

Trace Transfer

A trace transfer is composed of one or more
payload transfer(s) representing a debug trace.

usB Universal Serial Bus.

USB Transaction See USB 2.0 Chapter 5.

USB Transfer See USB 2.0 Chapter 5.

XHCI-Device The USB 3.1 Device Controller. This is specified
as an extended capability to the eXtensible Host
Controller [2]

XHC(I) USB 3.1 eXtensible Host Controller (Interface) [3]

1.2 Terminology

This document has adopted Section 13.1 of the IEEE Standards Style Manual, which dictates use of the

words “shall”, “should

, “may”, and “can” in the development of documentation, as follows:

e The word shall is used to indicate mandatory requirements strictly to be followed in order to
conform to the standard and from which no deviation is permitted (shall equals is required to).

e The use of the word must is deprecated and shall not be used when stating mandatory
requirements; must is used only to describe unavoidable situations.

e The use of the word will is deprecated and shall not be used when stating mandatory
requirements; will is only used in statements of fact.

-10 -
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e The word should is used to indicate that among several possibilities one is recommended as
particularly suitable, without mentioning or excluding others; or that a certain course of action is
preferred but not necessarily required; or that (in the negative form) a certain course of action is
deprecated but not prohibited (should equals is recommended that).

e The word may is used to indicate a course of action permissible within the limits of the standard
(may equals is permitted).

e The word can is used for statements of possibility and capability, whether material, physical, or
causal (can equals is able to).

All sections are normative, unless they are explicitly indicated to be informative.

This specification uses the word “device” to refer to a device-under-test (DUT) or a Target System (TS).
For example, we may refer to a “mobile device” as the device being debugged. The USB architecture
assigns specific meanings to the words “host” and “device”. The word “device” thus becomes confusing
when debugging a “host” device, such as an OTG smartphone. In this case, the host being debugged
supports the xHCI Debug Capability (DbC), where the DbC is essentially a barebones device controller.
Thus, in this context, it is correct to refer to the “host” device as a device. To avoid confusion, we try to
use TS instead of device.

1.3 Abbreviations
e.g. For example (Latin: exempli gratia)
i.e. That is (Latin: id est)

aka also known as

-11 -
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2 Related Documents
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3 Specification Overview and Scope

3.1 Introduction

The integration of processors and hardware accelerators on a single die and within a single mobile
appliance leads to a premium on pins and connectors, such that the cost of implementing a dedicated
debug port is very high. In addition, the quest for ever thinner and smaller mobile devices makes it
physically difficult to add any connectors, never mind a dedicated debug port. Consequently, debug
connectivity is often no longer easily accessible in the late phases of Research and Development, and is
often removed in the end product. This severely restricts the debugging capabilities, especially in the case
of customer returns.

It is thus very attractive to share an available USB port for debug, especially if this does not preclude
normal operation of the port. Enhanced SuperSpeed is ideal because it allows probe-less debug by third-
party application developers with trace bandwidth of up to 10Gbps. The USB Type-C port doubles this
via two SuperSpeedPlus ports.

Debug spans many usage cases. For example, it could mean accessing registers via the TAP network,
or debugging the OS or an application with a GNU-type debugger, or capturing hardware or software
traces, and so on. To help address these various scenarios, this specification supports a number of
different debug capabilities: there is a capability for accessing a debug unit, such as a TAP controller; a
capability to capture traces; and finally, a capability to access debug software. The multiple USB
endpoints allow these capabilities to operate concurrently. Thus, it is possible to perform trace capture
over one endpoint, and to use another pair of endpoints for run control. We provide more extensive
examples later in the document.

An SoC consists of many cores, each of with may require its own debug tool. For example, the audio,
video, graphics, modem and primary cores of an SoC may all come from different IP vendors, and each
of these vendors may provide their proprietary debug tools. This specification allows multiple such tools
with their corresponding USB drivers to all coexist on the host, and for the user to swap between
tools/drivers as required to debug the different IPs within the SoC target, albeit in a mutually-exclusively
manner.

In addition, the USB Debug Class specification allows extensions to the descriptors by standardization
bodies and for vendor-specific use. This flexibility allows the Debug Class to accommodate future
developments, similar to how the video class allows the addition of future image-compression standards.
Thus, for example, a debug-standards body could develop a specification for a new debug function, and
define an associated set of Debug Class specific debug commands to control this function.

The aforementioned flexibility helps ensure that the Debug Class specification accommodates the
demanding debug requirements for the SoCs within mobile devices, as well as the debugging needs for
laptops, PCs, servers, and other compute devices with a USB port — both, for current and for future
devices.

Because most debuggers are not USB experts (and equally, most USB experts are not debug experts),
then this document provides numerous examples and use cases to help bridge this knowledge gap.

Finally, debug support is often inconsistent across designs and generations of products. This leads to
multiple variants of debug tools, each crafted for a particular design. This specification attempts to address
this shortcoming by recommending or mandating how the USB 3.1 debug capabilities should/shall be
used, to help drive standardization of debug via USB 3.1 in the industry.

3.2 Purpose

This document describes the minimum capabilities and characteristics that a USB device shall support to
comply with the USB 3.1 Device-Class Specification for debug devices.
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The debug function running on the USB device can use either the device endpoints provided by the USB
3.1 Device Controller or via the Debug Capability (DbC). The DbC was originally architected in the
Extensible Host Controller Interface for the USB (xHCI) [3], but has been extended in this document to
support Debug Control and other attributes.

Devices that conform to this specification are referred to as USB 3.1 Debug Class devices.

3.3 Scope

The USB Device-Class definition for debug devices applies to all devices or functions within composite
devices that are used to manipulate debug and debug-related functionality using the capabilities defined
in this specification. This includes devices such as a smartphone, tablet, laptop, desktop computers,
servers, game console, embedded device, and other digital devices that provide a USB 3.1, USB 3.0, or
USB 2.0 port and require debug, either in the field or in the lab. It includes the debug and test of devices
from initial power-on to the tuning of software applications in a released product. Note that the target
system may be a Smartphone, laptop, etc., which provides an OS. An implementation may choose to use
this software in support of the debug, but this is not anticipated to be the usual case.

This specification assumes the reader is familiar with the USB 2.x, USB 3.x, and the eXtensible Host
Controller Interface specifications [4], [5], [3].

USB 3.1 is a dual-bus architecture that incorporates USB 2.0 and an Enhanced SuperSpeed bus. Itis a
physical Enhanced SuperSpeed bus combined in parallel with a physical USB 2.0 bus. The USB 3.1
connection model accommodates backward and forward compatibility for connecting USB 3.1, USB 3.0,
or USB 2.0 devices into a USB 3.1 bus. Similarly, USB 3.1 devices can be attached to a USB 2.0 bus.
USB 3.1 devices accomplish backward compatibility by including both Enhanced SuperSpeed and non-
SuperSpeed bus interfaces. USB 3.1 hosts also include both Enhanced SuperSpeed and non-
SuperSpeed bus interfaces, which are essentially parallel buses that may be active simultaneously in a
host.

A USB 3.1 peripheral device must provide support for both Enhanced SuperSpeed and at least one non-
SuperSpeed speed. For a Debug Class device, we recommend HighSpeed. The minimum requirement
for non-SuperSpeed is for a device to be detected on a USB 2.0 host and allow system software to direct
the user to attach the device to an Enhanced SuperSpeed capable port. A device implementation may
choose to provide appropriate full functionality when operating in non-SuperSpeed mode. We recommend
providing a basic set of capability as a backup in case the Enhanced SuperSpeed mode fails during early
debug.

Note that the USB 3.1 specification does not permit simultaneous operation of Enhanced SuperSpeed
and non-SuperSpeed modes for peripheral devices. In contrast, a host or hub may support both interfaces
simultaneously — see Figure 3-1.

USB 2.0 Device

USB 3.1 Host USB 3.1 Hub

Non- .
Non- | L Non- | _i— SuperSpeed USB 2.0 interface only
SuperSpeed SuperSpeed ||
| USB 3.1 Device
Enhanced Enhanced - Non-
SuperSpeed \ SuperSpeed L+
X Superspeed USB 3.1 or USB 2.0 but
Composite Cable Erianeed not simultaneously
SuperSpeed
N g persp

Y
USB 3.1 and USB 2.0 simultaneously

Figure 3-1: USB 3.1 and USB 2.0 interfaces

Because of this dual-bus architecture, this specification addresses debug support of a USB 3.1 or USB
2.0 host debugging a USB 3.1 or USB 2.0 device. The expectation is that debuggers will primarily focus
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on Enhanced SuperSpeed because of its greater bandwidth. However, this duality is beneficial, since the
non-SuperSpeed interface provides a backup in case the Enhanced SuperSpeed interface is buggy and
not functioning correctly (e.g., during early-phase debug).

Consequently, this debug support provides a means of connecting two systems where one system is a
USB 3.1 or USB 2.0 Debug and Test System (DTS) host (i.e., where the debug tool runs) and the other
is a USB 3.1 or USB 2.0 Target System (TS) (e.g., a smartphone). See option 1 in Figure 3-2. It is also
possible for a single DTS to debug multiple target systems, as shown in option 2 of Figure 3-2. Appendix
E: gives more examples of other debug scenarios.

Debug Option 1 Debug Option 2

0000

Target DTS with Debugger application DTS with Debugger application

System (TS) running on host laptop Multiple Target running on host laptop
Systems

Figure 3-2: Two possible debug scenarios
The TS requires device capability. Thus, it can be a USB device, or a USB host that supports DbC.

A USB 3.1 Debug device is a standard USB device, in the sense that it supports a default Control endpoint
that responds to standard USB requests, e.g. SET ADDRESS, etc. In addition, the Debug Class supports
optional Debug Class specific commands on the default Control endpoints, together with an optional
interrupt IN endpoint.

The Debug Class commands provide elementary capabilities to configure the debug hooks. This is
particularly useful in a low-cost device with only a limited number of endpoints available for debug use.
For example, a device may provide a single IN endpoint for debug trace, and use the control endpoint for
configuration of the trace capability.

The Debug class predominantly uses the Bulk transfer mode, but it also supports isochronous transfers
for streaming debug traces across the debug-trace interface.

The actual mechanisms used to configure and initialize the debug hooks in the TS are out of scope of this
document, although elementary, optional debug commands are defined to perform basic configuration
operations. The details of the TAP chains and the functionality of the debug hooks are also out of scope.

This Debug Class does not support the USB 2.0 Debug Device [2], but it does not preclude its use. The
USB 2.0 debug capabilities are orthogonal to those covered by this document and thus an OTG device
may choose to support both (providing the host controller provides the appropriate support).

3.4 Overview

3.4.1 Debug Capabilities

The USB 3.1 Debug Class allows the debug of current and future generations of compute devices, using
debug capabilities. In the past, debug was achieved via a trace port, TAP, and a UART port accessing a
kernel debugger, etc. Thus, the USB Debug Class provides the following debug capabilities:

Dfx:  The intent of this capability is to provide access to a hardware debug unit such as a TAP
controller. Once this capability is initiated, it is fully self-controlled (e.qg., via a hardware state
machine and not via an OS USB stack), thus allowing a host to perform stop-mode debug on
arunning TS.

-15 -



USB 3.1 Debug Class 7/14/2015

Trace: This capability supports debug traces.

GP: The intent of this “General-Purpose” debug capability is to provide access to debug software,
such as a kernel debugger or software used to configure the debug features. Unlike Dfx, this
capability could be controlled by the USB OS Stack, just like a normal device endpoint. Note
that an implementation may choose to use this for any general-purpose debug usage, such
as accessing memory via a hardware block such as a DMA engine.

Control: The Debug class supports optional Debug Class specific control requests that allow the
debugger to perform basic operations on the debug logic via the default endpoint. These
include reads and writes of data structures (e.g., configuration registers), the enabling of
power-management operating modes, and so on. It is possible to use these class-specific
commands for basic debug operations (e.g., read/write memory), although the bandwidth via
the default Control endpoint is low.

Each Dfx and GP interface requires a pair of IN/OUT endpoints, while a Trace interface requires a single
IN endpoint. Debug Control uses the default Control endpoint, together with an optional Interrupt endpoint.

Certain debug scenarios may require all capabilities (i.e., Dfx, Trace, GP, and Debug Control) during the
same debug session, although a typical scenario requires fewer capabilities (e.g., just Trace). In addition,
a device may choose to replicate capabilities across multiple interfaces. For example, a device may
provide three, independent trace interfaces, one for the modem traces, one for the main core, and one
for the graphics traces. Such a device may also provide GP and Dfx interfaces, and will thus support three
debug capabilities across five debug interfaces.

Note: An SoC implementation consists of multiple IP blocks, each of which may provide a trace
output. An implementation may find it more convenient to treat these as separate, dedicated trace
interfaces, rather than attempt to merge the traces together into a single interface. This is
especially true if there are legacy debug tools associated with the IP blocks that cannot handle
the new protocol necessary for a merged trace stream.

Thus, a TS implementation of the Debug class may provide from zero to many endpoints. For example,
an implementation may only use the Debug Control, which uses the default endpoint; or it may use many
endpoints, as given in the prior example. That example supported all four debug capabilities across six
interfaces spread across seven IN or OUT endpoints together with the Default Control endpoint:

Dfx: 1 Interface using an IN/OUT endpoint pair.
Trace: Trace 1 (Modem): 1 interface using an IN endpoint.
Trace 2 (Core): 1 interface using an IN endpoint.
Trace 3 (Graphics): 1 interface using an IN endpoint.
GP: 1 Interface using an INJOUT endpoint pair
Debug Control: 1 Default Control interface using default Control endpoint O

3.4.2 DbC and DvC Overview
3.4.2.1 DbC Overview

The Debug Class requires a USB device controller on the TS. However, a host does not have a USB
device controller, and thus needs extra logic so that it behaves as a device (and not a host) during debug
over USB. The xHCI specification [3] defines the DbC Debug Capability for this purpose, where the DbC
is in essence a simple device controller that provides a pair of Bulk endpoints for the purpose of debug.
This allows, for example, a laptop to debug another laptop that supports DbC.

The Debug Class extends upon the xHCIl-compliant DbC to include the full complement of debug
capabilities, namely GP, Trace, Dfx, and Control. Thus, the Debug Class defines three debug capabilities,
DbC.Dfx, DbC.Trace, and DbC.GP, together with Debug Control. Each of these capabilities expands upon
the original xHCI DbC. For example, DbC.Dfx, DbC.Trace, and DbC.GP support topology and Debug
Control, which the original xHCI DbC did not.
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Note that the xHCI DbC specification is not a USB class specification, but an architectural specification
(e.g., state machines, registers, etc.). This Debug Class specification describes the capabilities of the
DbC as perceived by the host, and not the actual architecture or implementation of the DbC.GP,
DbC.Trace, and DbC.Dfx logic. An implementation is free to architect DbC.GP, DbC.Trace, and DbC.Dfx
as they prefer, and need not adhere to the original xHCI-Compliant DbC architecture. This is most likely
the case for DbC.Trace and DbC.Dfx which interface to debug hardware. DbC.GP interfaces to software,
and thus there is some value in using the original xHCI DbC architecture for this particular capability.

3.4.2.2 DvC Overview

A USB host requires DbC to provide the necessary device-controller hardware for debug. A USB device
clearly does not need any extra hardware — debug simply uses any of the available device endpoints.

Thus, the Debug Class uses the standard device endpoints for the three debug capabilities, and refers to
them as DvC.Dfx, DvC.Trace, and DvC.GP, where DvC denotes Device (debug) Capability. The acronym
DvC is purely a convenience, and unlike DbC, does not imply additional hardware support for debug
(although a TS may do so if it wishes).

We also use the acronym DxC when we are referring equally to either DbC or DvC.

Thus, a Host TS requires DbC in order to be debug-able, whereas a USB device or OTG does not. Note
that the Host controller of an OTG may provide DbC logic, thus allowing it to be debugged via DbC or
DvC, depending upon which USB cable is inserted.

In reality, there is no difference between the DbC and DvC capabilities from the perspective of the Debug
Class — they are interchangeable. The two categories, DbC and DvC, originally came about because the
current implementations physically associate the DbC logic with the xHCI, while the DvC uses the
endpoints of the device controller. In future designs, if the device controller and the DbC logic are
integrated into one IP, then this distinction becomes immaterial.

Note that the xHCI specification restricts DbC to SuperSpeed only. This Debug class does not impose
this restriction. Thus, one may use DbC.Dfx, DbC.GP, or DbC.Trace with HighSpeed.

3.4.3 Example Implementation

Figure 3-3 shows an example of a TS device providing a number of debug interfaces together with a
normal interface (e.g., to a mass-storage function). Thus, in this example, a single USB port supports
both normal USB 3.1 traffic together with debug traffic.

This example supports all three debug capabilities (i.e., DvC.Trace, DvC.GP, and DvC.Dfx) across four
interfaces (i.e., DvC.GP, DvC.Dfx and two Trace interfaces). It also uses the default, endpoint 0 interface
for the Debug Class-specific commands. For example, the debugger can use the Debug Class-specific
requests to configure the debug capabilities, such as enabling the Trace-Processing unit.

The TS of Figure 3-3 has two independent Trace-Processing units that merge a number of internal traces
into a single trace stream, before sending the trace out via two separate DvC.Trace interfaces. The device
also provides an interface to the TAP logic via the DvC.Dfx interface. In addition, the device uses the
DvC.GP interface for a kernel debugger on the host to communicate with the corresponding Kernel-debug
Function on the device.
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USB Device (TS) HOST
USB3 Hardware (DTS)
Controller
rrocesor Trace
Modem Processing > EndpomiA N DvC.Trace 1

[FSW Messages— Unit 1

Modem
Debugger

Bus _Processor
Watcher ["Traces —_ Trace

SW Messages—®| Processing EndpointB N DvC.Trace 2 -
_—»| Unit2

Bus | HW Messages

\

Watcher AP FEndpoint CIN DvC.Dfx Data out ~
_ DvC.Dfx Commands/data in ]
Controller
g
Kernel - CCEIEID DvC.GP (Kernel debugger data out) Jd 2
> = Q
debugger < DvC.GP (Kernel debugger control) 8
w
<
»-_Endpoint E IN
Application USB 3.0 - p_om Normal USB traffic
Kernel < Endpoint E OUT

Debug Configuration Drivers

> Endpoint O

De_bug USB Enumeration & Debug-Class | |
Driver specific Commands

Figure 3-3: Example of a TS device supporting all Debug Capabilities

A

The Debug Class descriptors provide the optional capability to define the debug topology. For example,
the topology could define which sources generate the debug traces and how these traces are merged to
form the final trace stream sent on the trace endpoint. Thus, for example in Figure 3-3, the topology
descriptors will show that the Modem traces connect to the Trace-Processing unit 1, while the Core,
Graphics unit, and the Bus-Watcher unit connect to the Trace-Processing unit 2. In addition, the
descriptors could provide the trace format of the output of each of these units. The Debug Class-specific
commands can target these individual units for the purpose of configuration, power-gating, etc.

The following examples itemize a number of debug-use cases, and suggest the appropriate debug
capability:

e TAP debug: DxC.Dfx is the most suitable capability for accessing this debug functionality.

e Trace Capture: DxC.Trace in conjunction with DxC.Dfx, DxC.GP, or the Debug Class-specific
debug commands to configure and enable the traces.

e Software debug: DxC.GP to access the Kernel debugger, and possibly, in addition, DxC.Dfx for
TAP debug when the kernel debugger hangs and the debugger needs to access hardware state.

e System Debug of a smart device: This may use 1, 2, or 3 of the following debug capabilities:

e DxC.Trace for instrumentation traces (e.g., Printk-type messages from the software
and/or firmware) and for hardware traces

e DxC.Dfx, DxC.GP, or the Debug Class-specific debug commands to configure and
enable the traces

e DxC.Dfx for TAP access

e OS USB-stack debug on a multi-port OTG device or host: This can use DxC.GP on one port
communicating with a kernel debugger on the device, while another port is acting as a normal
USB 3.1 host.
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3.5 Functional Characteristics

Figure 3-4 shows an example debug configuration with the corresponding standard descriptors defining
the debug functionality of the Target System device.

Host (DTS) Device (TS)
= ; USB3 —————————= ;
| Debugger 1 | Debug Interfaces | _Mutti-Function |

»< Endpoint 1 OUT >
! Stop-Mode i, /\ . " TAP Controller :
| - DvC Dix/Logical Pi H | -
| |Control Debugger ( vC.DixfLogical Pipe Y i 4 | Capability |
| | Endpoint 1 IN T |
| Debug Trace | | |
| Capture and | : { DvC.Trade Logical Pipe ng;ug;{i?ce :
| |_Display GUI | ! pablity ||
- T T T T 1
| . Delb;gger 2d I »<Endpoint 3 OUT K = d
| |Kernel Run-mode ernel Run-mode
DvC.GP [Logical Pi H )

| Debugger ::F* - "\o/glca e Y \ \ \ Debug Function
[ —— - Endpoint 3 IN_ >

Non-debug Normal Interface »<Endpoint 4 OUT > _

Application |——( Mass-Storage Logical Pipe ()--I T \\ ManjniL%r?ge

(e.g., Mass storage) E"dp"'{““ 'N\\

[ Device Descriptor |

|
[ Configuration Descriptor |

| [Interface Association Descriptor| Interface Association 0 |
| —>| Interface 1 Descriptor (Debug Control) | |
| —>| Debug Attributes Descriptor | |
| -§ . —>| Interface 2 Descriptor (DvC.Dfx) | |
| § —»{ Endpoint Descriptor 1 (TAP IN)
| L? = EndPoint 1 IN, Bulk Transfer
= % < _>| Endpoint Descriptor 1 (TAP OUT)
| = o EndPoint 1 OUT, Bulk Transfer
| gé L Interface 3 Descriptor (DvC.Trace), bAlternate Setting =0 |
| © Endpoint Descriptor 2 (Debug Traces IN)
| EndPoint 2 IN, Bulk Transfer
| ! Interface 3 Descriptor (DvC.Trace), bAlternate Setting=1 |
Endpoint Descriptor 2 (Debug Traces IN) | |
| - EndPoint 2 IN, Isochronous Transfer, Full Bandwidth |
e
| [Interface Association Descriptor] Interface Association 1 |
| é % ] Interface 4 Descriptor (Debug Control) | |
| g3 > Debug Attributes Descriptor | |
[

| "'6’9 < —>| Interface 5 Descriptor (DvC.GP) | | EndPoint 3 IN

S O
| | g —>| Endpoint Descriptor 3 (Run-Mode IN) _
| Ox EndPoint 3 IN, Bulk Transfer EndPoint 3 OUT

| Endpoint Descriptor 3 (Run-Mode OUT)

| ~ EndPoint 3 OUT, Bulk Transfer |

= g —>| Interface 6 Descriptor (Mass-Storage) | EndPoint 4 IN

% 3 | Endpoint Descriptor 4

Z5 EndPoint 4 IN, Bulk Transfer EndPoint 4 OUT

= | Endpoint Descriptor 4

EndPoint 4 OUT, Bulk Transfer

Figure 3-4: Example of the USB Descriptors for the Debug Function

Figure 3-4 is an example showing the primary USB descriptors for three DvC debug capabilities: DvC.Dfx,
DvC.Trace, and DvC.GP. It also shows two debugger tools in the host — one communicates via the
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DvC.GP to a kernel debugger, while the other communicates with a multi-function debug unit providing
trace and Dfx capabilities. In order to support two such debuggers, two separate drivers are necessary
on the host — one per debug tool. The USB uses Interface Association Descriptors (IAD) to group together
the functions which pertain to a particular debug tool, thus allowing such multi-tool support.

In this example, the first three debug interfaces (i.e., Debug Control, DvC.Dfx and DvC.Trace) are grouped
together into a Debug Interface Collection (DIC) by the Interface Association Descriptor (IAD). This
grouping allows a single Debug tool to access this multi-function TAP and Trace unit.

The last debug interfaces (i.e., Debug Control and DvC.GP) is within a different DIC defined by the second
IAD. This IAD is used to associate the Debug Control with the DvC.GP interface — thus the Debug
commands will pertain only to the Kernel Debug function and not to the Trace and TAP multi-function unit.
Thus, for example, Debugger 1 can use a Class-specific command to stop/start the hardware debug
traces over the DvC.Trace interface, while Debugger 2 can use the same Class-specific command to
start/stop software traces over the DvC.GP interface. Each of these commands target the particular DIC,
and have no effect on the other DIC. Please see Section 5 for more details.

Section 3.6.4 provides more details on Debug Interface Collections and Interface Association Descriptors.

The host DTS in this example contains two debuggers. Debugger 1 communicates with the first DIC,
while debugger 2 communicates with the second DIC. Thus the example of Figure 3-4 shows two
independent debug tools interacting with different debug capabilities and functions in the target device.
Debugger 1 provides trace and TAP debug support, while Debugger 2 is a kernel debugger.

To avoid overcomplicating the example, Figure 3-4 does not show the optional Debug Class-specific
descriptors, which are used to define the debug topology in the TS. These are covered later in this
document.

Finally, in addition to the debug interfaces, the example of Figure 3-4 also shows the device supporting a
normal (i.e., non-debug) USB function (i.e., mass storage).

3.5.1 The Debug Capabilities

The Debug Capability is defined in the Interface descriptor using the binterface, binterfaceSubClass
fields, as shown in Table 3-1.

Table 3-1: The Debug Sub-classes

binterface Class

binterface Sub-Class

Description of Typical usage

Diagnostic Class
(OxDC)

DbC.GP

General-Purpose Software debug function (e.g., GNU
debugger)

DbC.Dfx Access to hardware Dfx hooks within the host (e.qg.,
TAP, Memory access, debug tracel, etc.)

DbC.Trace Debug traces

DvC.GP General-Purpose Software debug function (e.g., GNU
debugger)

DvC.Dfx Access to Dfx hooks within the device (e.g., TAP,
Memory access, debug trace?, etc.)

DvC.Trace Debug traces

Debug Control

Control interface applicable to DxC.Trace, DxC.DfX,
DvC.GP (and optional for DbC.GP)

1Although, DxC.Dfx supports debug traces, DxC.Trace isthe recommended interface
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In general, the DbC and DvC functionality is interchangeable, and thus this Debug Class specification
uses the terminology DxC to refer to either.

The USB 3.1 Debug Class provides the following capabilities:

1)

)

©)

4

DxC.GP (General Purpose): This uses a pair of standard USB Bulk IN/OUT endpoints for
accessing debug software. Typical uses for DxC.GP are access to a GNU debugger or a device
driver that configures the debug hooks within the device (this is analogous to the COM drivers
long used for debugging purposes). DxC.GP uses bulk transfers for reliability. DvC.GP may
choose to provide hardware support for this debug capability (e.g., hardware support for
enumeration similar to the xHCI DbC).

DxC.Dfx: This debug capability uses a pair of Bulk IN/OUT endpoints to access a debug
hardware block within a TS. Examples of such debug blocks include the scan logic within a TS
(e.g., the TAP logic), read/write access to a memory region, debug traces, etc. Typically, the
Debugger uses the DxC.Dfx capability to configure and initialize the device, and to perform the
usual debug run-control features such as halt and resume the CPU, perform a single-step
operation, read/write memory, etc. Run-control operations require guaranteed, reliable
transactions, and thus DxC.Dfx only supports Bulk transfers.

Even though DxC.Dfx capability supports debug traces, we discourage this usage because the
DTS tools may have difficulty in separating merged high-bandwidth traces from other debug traffic
in real-time. Instead, we recommend using DxC.Trace exclusively for traces. However, a cost-
constrained TS may only provide a single pair of debug endpoints. In this case, all debug
operations, including traces, need to funnel through DxC.Dfx.

Note that DvC.Trace supports both bulk and isochronous transfers, whilst DxC.Dfx only supports
bulk transfers for reliability reasons (see Table 3-2).

DxC.Trace: This capability is intended for the transfer of high-bandwidth debug trace to the DTS.
This is the preferred capability (rather than DxC.Dfx) for traces. As an implementation note, we
recommended that a TS performs the trace operations autonomously via hardware control
instead of via an OS stack driver so as not to perturb the running system. This capability supports
bulk and isochronous transfers.

Debug Control: The Debug Class provides optional support for Debug Class-specific
commands. For example, they allow read and write access to the configuration registers of the
debug hardware, thus allowing the debugger to configure the debug hooks. Although the Debug
Class-specific commands are optional, we strongly urge their use to facilitate standardization of
the debug tools. See Section 5 for more details.

Table 3-2 provides the attributes of the debug capabilities. DvC may use any of the available endpoints
in the device — there is no requirement to use specific, dedicated endpoints for debug (unlike the USB 2.0
Debug Device [2]).
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Table 3-2: Debug Interfaces

TS | Debug Interfaces Bus Interface Endpoint Data Type
DvC.GP IN, OUT Bulk
pve | PvC.Dix IN, OUT Bulk
DvC.Trace IN Bulk,
Isochronous
DbC.GP IN, OUT Bulk
DbC DbC.Dfx Enhanced SuperSpeed, IN, OUT Bulk
SuperSpeed, HighSpeed
DbC.Trace IN Bulk,
Isochronous
Default Control
Debug Control Control
DxC . ; Interrupt
(Optional for DbC.GP) Endpoint (Optional)

Note that the xHCI-compliant DbC only supports SuperSpeed, but the Debug Class does not impose this
restriction.

3.5.2 Debug Scenario Examples

A USB 3.1 Debug Class device may implement no specific debug interface apart from supporting Debug
commands over the default endpoint 0, or it may implement one or more of the debug interfaces. The
simplest example is a TS that sends the debug traces to an internal buffer and uses debug commands
over the default endpoint O to configure and extract these traces. More extensive scenarios will use
multiple interfaces for trace, Dfx, and GP to access SW debug functions.

A debug lab could have multiple debuggers installed on the DTS host. For example, they may have an
in-house debugger with proprietary access to a specific core in an SoC, and may have another
commercial debugger that supports multiple cores, but without access to the protected features. It is quite
possible that a debug user will switch between these tools during a debug session, depending on the
visibility they require.

For example, one debugger controls the DvC.Dfx and DvC.Trace pipes, while another debugger controls
the DvC.GP pipe. All of the DxC debug capabilities can be used concurrently.

Figure 3-5, Figure 3-6 and Figure 3-7 show a number of possible options for the debuggers within a host.
These examples show the Debug Class driver in the DTS host connectingto a TS host or to a TS device.

The example options in
Figure 3-5 are:

e Option 1 shows a device that only generates debug traces. Thus, the host only requires a
DvC.Trace driver. This option could use the Debug Class commands on the default endpoint O
to configure and enable the traces, or even the Standard USB commands such Set Configuration
to automatically enable the traces.

e Option 2 shows a device that only supports run-control via a DvC.Dfx interface.

e Option 3 shows three independent debugger applications running in a single host: one each for
the DvC.Dfx, DvC.Trace, and the DvC.GP capability.

e Option 4 uses two debuggers connected to the three drivers

Figure 3-6 shows:
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e Option 5 shows the simplest scenario of a debugger using Debug Control to access state within
the device. For example, configuring the Graphics unit to send traces to a buffer in main memory,
and then afterwards extracting the traces from memory.

e Option 6 shows a single, full-capability, independent debugger connected to all three drivers
providing the TAP, Trace, and GNU debugger debug support

e Option 7 illustrates that a device can instantiate multiple instances of a debug capability. This
example has two different DvC.Trace interfaces. For example, a SoC with integrated modem may
choose to dedicate one debug-trace interface to the modem traces and a second to the non-
modem traces.

Figure 3-7 visualizes:
e Option 8 is the same as Option 2 except that it is an example of host-to-host debug
e Option 9 is the same as Option 3 except that it is an example of host-to-host debug

e Option 10 assumes that the host TS is merging traces, run-control, and a memory accesses onto
a single DbC.Dfx interface (see top portion of the drawing

e Figure 3-5).

An OTG device may implement both DbC and DvC, and could thus provide mutually-exclusive support
for either by changing the USB cable. For example, options 5 or option 8 — depending on which USB
cable is used.
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Figure 3-5: Simple Debug Scenario Examples
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Figure 3-7: Host Debug Scenario Examples

3.5.3 Debug Function Topology

A debug function may consist of a number of interconnected components. For example, a debug trace
function may consist of a network of Trace-Processing units. The optional Debug Class-specific, Debug-
Unit descriptor allows one to define this network, together with the control capabilities supported by each
component of the specific network.

There are two generic entities that define these components:

e Units
e Connections

Units provide the basic building blocks to fully describe the debug functions. These include agents that
generate traces, such as cores, graphics units, and bus watchers, as well as merging units that combine
multiple traces into a single stream. Connecting a number of such units creates a debug function (Figure
4-5 shows an example).
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A Unit typically has one or more input “pins” and a single output “pin”, but more complicated units consist
of multiple input and output pins. Note that the term “pin” denotes a vector going in and out of a unit, and
not a physical hardware pin.

One can connect multiple units together into a desired topology by connecting their 1/0O pins. A single
output pin can connect to one or more Input pins (fan-out allowed). However, a single input pin can only
connect to one output pin (fan-in disallowed) (Because it is unclear what to do when 2 or more outputs
join together — for example, do they merge packets or do they drop packets on a collision). See Figure
3-8. Loops or cycles within the graph topology are disallowed.

o o o
O— | Dfx Unit O— | Dfx Unit | FO O— | Dfx Unit
o o o o
O— | Dfx Unit | FO
Fanout =
allowed D17 Lt O O
o |t unit| o S | PX U O anin Not allowed

Figure 3-8: Examples of allowed and disallowed topologies
There are two types of Connections:

e AnlInput Connection (IC), which is an entity that represents a starting point for data streams inside
the debug function.
e An Output Connection (OC) represents an ending point for data streams.

A USB endpoint is a typical example of an Input Connection or Output Connection.

A connection provides data streams to the debug function (i.e., IC) or consumes data streams coming
from the debug function (i.e., OC).

Note: The meaning of “input” and “output” are relative to the debug unit and not the USB host. Hence, an
Input Connection connects to an OUT endpoint, and an Output Connection connects to an IN endpoint.
This use of “input” and “output” is more convenient from the perspective of the debug function.

Another example of connections is when interconnecting the debug hooks across multiple chips in a
platform. In this case, one of the chips provides the primary debug interface (e.g., the main SoC), and this
chip provides a debug path to the other chip (e.g., a Modem) (see top of Figure 4-5 for an example).

Input Pins of a Unit are numbered starting from one up to the total number of Input Pins on the Unit. A
Pin is an entity that can be a single signal or a bus. Similarly, output pins are numbered starting from one
up to the total number of Output Pins on the Unit. Connections have one Input or one Output Pin, which
is always numbered one.

A Debug-Unit Descriptor (DUD) fully describes every associated Unit in the debug function. The Debug-
Unit Descriptor contains all necessary fields to identify and describe the Unit. Likewise, there is a
Connection Descriptor for every input and output Connection in the debug function. In addition, these
descriptors provide all the necessary information about the topology of the debug function. They fully
describe how Connections and Units are interconnected.

See Section 4 for more details on Debug-Unit descriptors.
This specification describes the following types of standard Connections and Units:

e Input Connection
Output Connection
Dfx Unit

Select Unit
Trace-Router Unit
Trace-Processing Unit
Trace-Generation Unit
Trace-Sink Unit
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These blocks can define hardware or software units. See Appendix E: for an example.
Future revisions of this specification, or companion specifications, could extend the types of Units.

In addition to the Unit and Connection descriptors, the Debug Class also defines a Debug-Control
Interface descriptor together with a corresponding Debug-Attribute descriptor. This set of descriptors
together with the debug-capability descriptors provides a full description of the debug function to the Host.
See section 4.4 for examples and more details. These descriptors allow a host debugger to determine
the topology and capabilities of the debug function on the TS.

Note: The descriptors could carry auxiliary vendor-specific information fully informing the DTS of the full
details and release levels of the debug IP. Alternatively, they could provide simplified information reflecting
the life-cycle support of a device. For example, in the lab, the device may provide TAP access to a modem,
which is not provided in a customer device. Thus, a DTS could quickly determine the supported features
within the TS.

3.5.3.1 Input Connection

The Input Connection (IC) provides an interface between the debug function and the "outside world". It
serves as a receptacle for data flowing into the debug function. The IC can be a single signal or a bus.

The symbol for an Input Connection is:

Figure 3-9: Input-Connection Icon

An Input Connection can represent inputs to the debug function other than a USB OUT endpoint. An
example of such a non-USB input is JTAG pins driven by the debug function. Figure 3-10 shows Input
and Output Connections connecting to a USB endpoint and to an external device via JTAG pins. In
addition, the figure shows modem traces going to the Trace-Processing unit in the main SoC chip. Thus,
the TS consists of multiple chips (a modem and an APE), and only the APE has a USB port.

SoC Chip
N}odem Other o  Trace , DvC.Trace
race | traces o Processing 40—0-@@ I:(> [ IN Endpoint |i I:>
I:> QCD—O—-O— unit | T ===
Dfx Unit: TAP
. SoC o I DTS
Dfx Unit: —| | - |
o Lt ITAG [ ITAG to-o{0C) ! [N Endpoint I|:>
I:> Ic p| Mux |
| |
TTaG i i DVCDi |
|
G ©c TAP . |
Controller|g O—O—QC) C:I' ouT EndpomtI C:I

Figure 3-10: Input and Output Connections driving USB endpoint and external pins

3.5.3.1 Output Connection

The Output Connection provides an interface between the units within the debug function and the “outside
world”. It serves as an outlet for debug information flowing out of the debug function. Its function is to
represent a sink of outgoing data. The OC can be a single signal or a bus. The debug data stream enters
the Output Connection through a single Input pin, as depicted by the Output Connection symbol:
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Figure 3-11: Output-Connection Icon

An Output Connection can represent outputs from the debug function other than a USB IN endpoint. The
example in Figure 3-10 shows two Output Connection on the Dfx unit, where one drives JTAG pins and
one drives a USB IN endpoint. If the debug stream is leaving the debug function by means of a USB IN
endpoint, then there is a one-to-one relationship between that endpoint and its associated Output
Connection.

3.5.3.1 Dfx Unit

The Dfx Unit is essentially a pair of units. One unit accepts n input streams, manipulates or processes the
streams in some manner, and routes the result to a single output stream. The other unit accepts a single
input, processes it, and creates m output streams (and the outputs need not all be the same). The symbol
for a Dfx Unit is shown below together with an example beneath it:

Dfx Unit

R

Example
Dfx Unit

TAP

. Controller
JTAG Out pins —» @—o—c

External

M
u IN Endpoint
Debug Port In pins <+—— @ O Debug ™
Port | o—o—@ OUT Endpoint
Debug Port Out pins — @—o—c Interface

Memory
Access

Figure 3-12: Dfx Unit icon with two sets of 2 inputs together with an example

The example in Figure 3-12 shows general debug functionality within a Dfx Unit. This particular design
has a TAP controller with the ability to drive external JTAG pins, an interface to an external debug port,
and a memory read/write access sub-unit. Thus, the Dfx unit is essentially a general-purpose debug block.

Note that the above Dfx could alternatively be partitioned into smaller Dfx units — for example, one for the
TAP, one for the Memory-Access unit, etc. However, in this particular example, we assume that the Dfx
unit corresponds to a single IP block, which the host debugger needs to treat as a single “black box”
entity. (For example, the IP may have a single set of configuration registers, and thus the DTS needs to
access this logic as an entity in order to configure it.) This explains why the Dfx icon provides multiple-
inputs and multiple-outputs. See Appendix E: for more complicated scenarios.

The Debug Unit descriptor provides a field per output pin for the trace format. Thus, each output can have
a different format (including no format).
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Note that the Dfx unit need not only represent a hardware unit. It could also represent a debug software
application accessed via DxC.GP. For example, it could represent a GNU debugger, data logger,
configuration software, etc.

3.5.3.1 Select Unit

The Select unit selects one input stream from N data input pins and routes it to a single output pin. The
symbol for a Select Unit is:

O+ Select Unit |-O
O,

Bypassed TAP unit

Unit AO—|

JTAG OUT <¢—0- <: % Select  -o—
|
|

Example T .
| |
| |
Dfx Unit : Dfx Unit : Dfx Unit
—O1 Select |:>
]
ITAG IN — 0] o ﬁ> | o [ S
<: o - : <:
|
|
|

Figure 3-13: Select Unit icon with an Example TAP chain

The example in the figure shows the select units bypassing the TAP chain, where each Dfx unit is a TAP
controller.

3.5.3.2 Trace-Router Unit

The Trace-Router unit redirects an input stream from a single data input pin on to 1 or more output pins
that can be individually enabled. For example, it can route traces with a specific IDs in one direction, and
traces with other IDs in a different direction. Note that fan out may be used if control and routing of the
individual output pins is not required. The symbol for a Trace-Router Unit is:

Trace-
Router Unit

Figure 3-14: Trace-Router Unit icon with 3 outputs
The trace format on all outputs can be different.
3.5.3.3 Trace-Processing Unit

The Trace Processing unit (TPU) merges 1 or more input streams, processes them (e.qg., filtering) and
routes them to a single output stream. An example of a TPU is a MIPI STM. It has an Input Pin for each
source stream and a single Output Pin. The symbol for a Trace-Processing Unit is:

O{  Trace
o-| Processing |-o
o Unit

Figure 3-15: Trace Processing Unit icon with 3 inputs

An example of a TPU with a single input and single output is a trace convertor that maps an input trace
stream into an output stream that supports a different trace format.
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3.5.3.4 Trace-Generation Unit
The Trace Generation unit generates a single trace stream. The symbol for a Trace-Generation unit is:

Trace
Generation -0
Unit
Examples
Modem Modem
Processor
Trace Software Trace .
} . [—O Instruction
Generation Trace Generation
- . Trace
Unit Unit

Figure 3-16: Trace-Generation Unit Icon with an example

It is possible for a debug agent to generate multiple different traces that it sends to different debug ports.
For example, a modem may generate processor traces and firmware instrumentation traces, and these
traces go to different units (such as different Trace Processing units). We express this by using multiple
instantiations of the Trace-Generation Unit, as shown in the example above.

3.5.3.1 Trace-Sink Unit
A Trace-Sink unit absorbs a trace — for example, a memory buffer. The symbol for a Trace-Sink unit is:

Trace Sink
Unit

Figure 3-17: Trace-Sink Unit

A trace-Sink unit has a single Input pin and no output pins.

3.5.4 Debug Control of the Debug Units

—
Trace
Traces Processing > DvC.Trace
Unit
* Configure via
TS D'ebl'Jg Configure Configure MMIO Access
Application via MMIO via TAP
\
TAP Controller [« >

Dfx Unit > DvC.Dfx

Mail Box -

Debug
Driver

DvC.GP

N
\\

Debug-Class Specific
> Commands (Endpoint 0)

Figure 3-18: Possible means of configuring a debug unit

There are many ways to configure the debug units. For example, Figure 3-18 shows six possible ways
of configuring a debug unit (in this case a Trace-Processing unit), as follows:
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Debug Class Specific commands: These use the default endpoint 0 to communicate with a debug
driver, which then configures the Trace-Processing unit.

Via DxC.GP: This interface communicates directly with a debug driver
Via an application running on the TS device

Via a “mailbox”: the Dfx unit uses the debug driver to configure the Trace-Processing unit via a
mailbox (e.g., a UART)

The Dfx unit may provide direct memory read and write capability that allows access to the
configuration registers in the Trace-Processing unit

Via TAP commands: the Dfx unit instructs a TAP Controller to scan in the configuration state into
the Trace-Processing unit.

Note: The Debug Class provides elementary read/write capability of the Debug units. Other Specification
bodies may provide their own set of commands that control a particular debug unit. For example, MIPI
may provide a set of commands for their MIPI STM unit. In addition, IP vendors may provide a set of
commands for their IP.

Section 5 provides more details on the Debug Class-specific commands.
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3.6 Debug Operational Model

3.6.1 Alternate Settings
There are a number of debug scenarios where we need to provide alternative capabilities:

1. To reuse endpoints for an alternative debug capability. For example, switching the endpoints
between Dfx and GP. This is of value in a cost-constrained implementation with only one endpoint
pair available for debug usage. The Alternate settings would switch the endpoints amongst the
different capabilities in a mutually-exclusive manner. See Section 3.6.2. Naturally, the DTS driver
will have to have the capability to handle these alternate interfaces.

2. To enable multiple debuggers to reside concurrently on a host, and to switch between them. For
example, during a debug session, the user may wish to rapidly switch between a commercial
debug tool and a proprietary tool, where each provides a different set of capabilities. See Section
3.6.5 for more information on multiple, mutually-exclusive debug tools.

There is a related requirement to initialize the debug function prior to switching to another debug
tool, so that the new debug tool sees the function in a known clean state. We use Alternate
Settings for this purpose also. See Section 3.6.5.1.

3. To select between different bandwidth options for isochronous traces. See Section 3.6.8.
These options are not mutually exclusive; they may be combined (see Figure 3-35 for an example).

This switching is achieved via the SET_INTERFACE request directed to the desired Interface with a different
bAlternativeSetting.

3.6.1.1 Alternative Settings Usage Notes

When the host configures the debug configuration, it uses the first default, Interface descriptors with the
bAlternativeSettings equal to zero. However, during operation, the host can send a SET_INTERFACE
request directed to the desired Interface with a different bAlternativeSetting (e.g., 1, 2, etc.) and thus
enable one of the other debug capabilities.

Typically, the operating system loads the driver based on the bDeviceClass/ bDeviceSubClass, and
bDeviceProtocol fields in the Device descriptor. However, a debug device tends to be a Composite device,
which has more than one Interface descriptor. In this case, the composite device sets the
Class/SubClass/Protocol fields in the Device Descriptor to 0, and defines the multiple drivers using the
Class/SubClass/Protocol fields in the various Interface descriptors. Thus, the OS loads a special
Composite driver, which walks through the Interface descriptors of a device, loading the appropriate driver
as a function of the binterfaceClass/ binterfaceSubClass/ binterfaceProtocol values. See top of Figure
3-19 for an example.
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Composite UASP Device

Device Descriptor 1 Since (Class, SubClass, Protocal) fields = (0, 0, 0) then the OS
bDeviceClass =0 uses fields in the Interface descriptor to select Composite driver
bDeviceSubClass =0
bDeviceProtocol =0

Alternate Setting 0|

|
| |Interface Descriptor |

I binterfaceClass =A Composite UASP driver uses (Class, SubClass, Protocol) = (A, B, C1)
|

|

|
binterfaceSubClass =B I to select the primary driver.

binterfaceProtocol =C1 ]I Ifit wants to use alternative interface itcalls new driver based on
(Class, SubClass, Protocol) fields = (A, B, C2) and issues a Set
Interface () to the device to switch to the Alternate Setting 1

Alternate Setting 1

I
I
| |Interface Descriptor |
I binterfaceClass =A |
| I
| I

binterfaceSubClass =B
binterfaceProtocol =C2

Figure 3-19: Composite UASP (USB Attached SCSI Protocol) Device Example

Originally, the intent was for all alternate Interfaces to define the same InterfaceClass/
binterfaceSubClass/ binterfaceProtocol values in their Interface descriptors. Consequently, this means
that the device driver loaded for Alternate Interface 0 had to understand what the functions of the various
Alternate Interfaces are.

However, this approach proved too restrictive, and different device classes extended the capabilities. The
Debug class follows the approach adopted by the USB Attached SCSI Protocol (UASP) [6]. A summary
of this scheme is provided below to explain the concept:

All USB Storage products, Flash Drives, Thumb Drives, Hard Drives, and SSDs use a transfer
protocol called Bulk Only Transfer (BOT) protocol. This is a straightforward protocol and works
well for USB 2.0. However, USB 3.0 provides a new feature, called Bulk Streams, which reduces
protocol overhead by allowing multiple in-flight packets. The new UASP driver class supports
USB 3.0 Bulk Streams, offering greater performance than BOT. However, not all USB 3.0 devices
support Bulk Streams, and for backward compatibility with a USB 2.0 device, the USB 3.0 may
need to support BOT in addition to UAS (USB Attached SCSI).

For USB2 backward compatibility, the device shall present BOT as the primary interface (i.e.,
Alternate interface 0) and UAS (USB Attached SCSI) as the secondary alternate interface (i.e.,
Alternate interface 1). However, a device that does not need backward compatibility with BOT
shall only present UAS as alternate interface zero — in this case, there is no secondary Alternate
interface. In USB 2.0 systems, the BOT driver or an associated filter driver may need to issue a
SET_INTERFACE request for Alternate interface 1 and then allow the UAS driver to load. See Figure
3-19.

The UASP uses the binterfaceProtocol field to select between BOT and UAS.

The Debug Class takes this approach a stage further and uses the binterfaceSubClass to differentiate
between DxC.GP, DxC.Dfx, and DxC.Trace, and uses the binterfaceProtocol value to select variants
within these capabilities.

Consequently, each Alternate interface in the Debug Class declares the same binterfaceClass field, but
a different pair of binterfaceSubClass and binterfaceProtocol values. The driver would be loaded based
on the default O Alternate Interface. This version of the driver could then issue a SET_INTERFACE request
to switch the endpoints owned by the interface to the alternate debug capability.

Thus, for example, if the O™ Alternate-Interface driver is DvC.Dfx, then it will have the capability to switch
to another alternate interface driver such as DvC.Trace based on the binterfaceSubClass field. See Figure
3-20.
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Composite Debug Device

Device Descriptor 1 Since (Class, SubClass, Protocol) fields = (0, 0, 0) then OS uses
bDeviceClass =0 fields in the Interface descriptor to select Composite driver
bDeviceSubClass =0
bDeviceProtocol =0

A
Alternate Setting 0!

Interface Descriptor

|

|

| Composite Debug-class driver uses (Class, SubClass,
| binterfaceClass =0xDC

|

|

; — : Protocol) to select the primary driver. In this example, it
binterfaceSubClass = DvC.Dfx selects the Dfx driver.
binterfaceProtocol =0x01

__________________ s If it wants to use an Alternative interface it calls the new
e T driver based on (Class, SubClass, Protocol) fields, and calls
Alternate Setting 1 the DvC.Trace driver, and issues a Set Interface () to the
device to switch to the Alternate Setting 1

|

: Interface Descriptor

| binterfaceClass = 0xDC
|

|

1

binterfaceSubClass = DvC.Trace
binterfaceProtocol =0x01

Figure 3-20: Composite Debug Class Device Example

3.6.2 Changing Debug Capabilities via Alternate Settings

An interface within a configuration may have alternate settings that redefine the number or characteristics
of the associated endpoints. DbC and DvC can both use Alternate settings. For example, a TS may
allocate one IN endpoint permanently to debug traces, and share a second pair of INJOUT endpoints,
mutually-exclusively between a GNU debugger (via DxC.GP) and a TAP interface (via DxC.Dfx). Thus,
for the case of DvC, we have:

e Endpoint 1 < Debug Trace

¢ Endpoint 2 has two, mutually exclusive, alternate settings:
1. Alternate Setting 0: Endpoint 2 < GNU debugger via DvC.GP
2. Alternate Setting 1: Endpoint 2 <> JTAG interface via DvC.Dfx

Figure 3-21 illustrates the descriptors for this example:

Device
Descriptor
(]
Configuration
Descriptor
[ ' |
v 1] ]
Interface Descriptor Interface Descriptor Interface Descriptor
DvC.GP (GNU) DvC.Dfx (JTAG) DvC.Trace
IN Endpoint 2 | (OUT Endpoint 2| IN Endpoint 2| [OUT Endpoint 2, IN Endpoint 1
Descriptor Descriptor Descriptor Descriptor Descriptor
Alternate Setting 0 Alternate Setting 1

Figure 3-21: Alternate Settings Example

Switching between Alternate settings does not affect any other interface. Thus, the debug trace interface
on endpoint 1 in Figure 3-21 is not affected by changing an alternate setting on endpoint 2.

3.6.3 Changing Debug Capabilities using Different Configurations

A debug device may use a different configuration instead of an alternate interface to share endpoints with
other functions. Figure 3-22 gives an example. This is similar to the prior example of Figure 3-21, in the
sense that one configuration provides Trace and a GNU debugger, while the other configuration provides
Trace and JTAG. However, switching between these two configurations requires all endpoint traffic to
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stop before selecting the other configuration. Thus debug tracing will stop during the changeover, unlike
the prior example using Alternate interfaces. Depending on the context, this may be a disadvantage. A
further disadvantage is that not all Operating Systems support multiple configurations. Consequently,
using different Configurations is not recommended.

Device
Descriptor
11
[ ]
Configuration 1 - v - Configuration 2 - v -
Configuration Configuration
Descriptor Descriptor
Interface Descriptor Interface Descriptor Interface Descriptor Interface Descriptor
DvC.GP (GNU) DvC.Trace DvC.Dfx (JTAG) DvC.Trace

IN Endpoint 2| (OUT Endpoint 2| IN Endpoint 1 IN Endpoint 2| (OUT Endpoint 2| IN Endpoint 1

Descriptor Descriptor Descriptor Descriptor Descriptor Descriptor

Figure 3-22: Example of two configurations
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3.6.4 Interface Association Descriptor (I1AD)

The USB 3.1 Debug Class supports Debug Control over the default endpoint 0. We need a mechanism
to associate the debug control operations with a particular debug unit, a particular capability, or with the
complete TS. For example, one may need to enable the voltage and clocks for a specific debug trace
source, or for a set of trace sources, or indeed for all of the debug functions within a SoC.

In addition, we need a mechanism to group a nhumber of functions together. For example, a debug tool
may support both a kernel debugger and a stop-mode TAP debugger. It is not uncommon for a program
under development to go “into the weeds” and hang. In this situation, the kernel debugger is useless and
the TAP debugger is needed to break in and permit debug. Such a multi-function debugger could use the
DxC.Dfx interface for the Stop-mode debugger, and the DxC.GP interface for the kernel debugger.

This specification uses the Interface Association Descriptor (IAD) [7] for this purpose, although other
means could be used — refer to Section 3.6.6.

The Interface Association Descriptor (IAD) groups together two or more consecutive interfaces (and any
alternate settings associated with these interfaces) into a single function. We call such a collection a
Debug Interface Collection (DIC). See Figure 3-23.

Interface Association Descriptor (IAD)
Debug Control Interface Descriptor

Debug Debug Attributes Descriptor
Interface < . )
Collection (Optional Topology Descriptors)

(DIC) (Optional Interrupt Endpoint)

Debug Capability Descriptor (i.e., DxC.Trace, DxC.Dfx, or DXC.GP)\\> Multiple instantiations allowed within
[ the same type (DbC or DvC)

Debug Endpoint(s)

Figure 3-23: Debug Interface Collection
A DIC consists of four components:

1) The optional Debug Control requests and other features supported by the debug function. These
are defined by two descriptors:
a. The Debug-Control Interface descriptor, which is a standard USB interface descriptor
that characterizes the interface itself
b. The Debug-Attributes descriptor, which is in essence an extension of the Debug-Control
descriptor and provides specific details of the features supported by the debug function.
2) Optional topology information describing how the various debug units within the function
interconnect.
3) An optional Interrupt endpoint for the control capability. This could, for example, be used to enable
trace capture by the host when the smartphones screen is touched.
4) The debug capability or capabilities supported by the debug function (e.g., DvC.Trace) together
with their endpoints.

An IAD requires >1 interface, and thus a DIC must have two or more interface descriptors (e.g., Debug
Control and DvC.Trace).

The operating system calls a single composite driver per DIC, which will then call the appropriate drivers
for the associated debug functions (e.g., Dfx TAP access, trace capture, etc.).

A device shall use an Interface Association Descriptor to describe a Debug Interface Collection for each
device function that requires a Debug-Control Interface and one or more Debug Capability interfaces.

To help understand IADs and DICs, we will examine a few scenarios. Suppose there are two debug
functions using the DvC.Dfx and DvC.Trace interfaces, and that we have two separate debug tools for
these functions. It thus makes most sense to group each capability within a DIC using an IAD, as this will
ensure that the host calls a debug driver for each DIC. Consequently, each of the separate debug tools
will have their own driver. Figure 3-24 shows such an example, where two IADs create two DICs. One
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DIC consists of a Debug-Control Interface and a DvC.Dfx interface, while the other consists of a Debug-
Control Interface and a DvC.Trace interface. They are labeled as IAD 1 and IAD 2, and DIC 1 and DIC 2.

Host TS Device
IAD 1

Run-Control DTS |<¢— = DIC1< Debug Control Interface
DvC.Dfx Interface

IAD 2

Trace-Capture ~¢—» DIC2 Debug Control Interface

DTS

DvC.Trace Interface

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 3-24: Example showing two IADs grouping the Control with the appropriate debug
interface

Figure 3-25 shows an alternative grouping of the debug interfaces of Figure 3-24, where we use a single
IAD to group the trace and Dfx functions together. This makes most sense when we have a multi-function
debug tool that, for example, supports TAP and Trace. In this case, the IAD groups the DvC.Trace
interface with the DvC.Dfx run-control interface, so that the host evokes a single driver for the multi-
function debug tool.

Host . N TS

IAD 1
Run-Control &

Trace Capture |« Dic1< Debus Control
DTS ; DbC.Dfx interface

DbC.Trace interface |

Figure 3-25: Example showing a single IAD grouping the control for a DvC.Dfx and DvC.Trace

Finally, Figure 3-26 shows an example of a TS containing a Graphics unit, a main core, and a modem,
each with their own independent Dfx and trace capabilities. This scenario may occur when different IP
blocks are used in the implementation of the SoC, and each has its own dedicated debug tool.

777777777777777 Host TS Device
' IAD 1
Graphics : Debug Control i o
Run-Control & ¢—p DIC1 CDixi f 1Graphics !
Trace Capture DTS DvCDixinterface |
DvC.Trace interface |
IAD 2 !
Main Core [
Debug Control !
Run-Control & ¢—» DIC2 & i Main

DvC.Dfx interface Core

Trace Capture DTS
DvC.Trace interface |

IAD 3

Modem Debug Control |
Run-Control & ¢—» DIC3 'Modem

Trace Capture DTS DvC.Dfx interface |
DvC.Trace interface |

Note that IADs do not support nesting, and thus nesting multiple DICs via an IAD is not possible. Thus,
in Figure 3-26 we cannot have an IAD4 that groups IAD1, IAD2, and IAD3 together to feed a single driver.

One may now wonder how one decides between these various options. One possibility, in an Android-
based TS, is to use adb to create the appropriate descriptors, which become active and persistent in the

-36 -



USB 3.1 Debug Class 7/14/2015

next reboot of the system. Thus, for example, one could default to the scheme depicted in Figure 3-24,
and then later change the descriptors to the scheme shown in Figure 3-25 via adb. Alternatively, for an
implementation with permanent descriptors cast in ROM, one could use the SET_ALT_STAck command
(See 5.4.8) to access alternative descriptors. Thus one could provide basic, default descriptors in
hardware that become active at reset, and then use more extensive descriptors later after the OS has
booted. This will allow basic debug prior to the OS boot and extensive debug thereafter.

3.6.5 Multiple Mutually-Exclusive Host Drivers

An SoC may consist of multiple different IPs from different IP vendors (e.g., audio, graphics, modem,
etc.). Each IP vendor may provide a dedicated debug tool for only their IP, and no other. Consequently,
debugging such an SoC requires multiple debuggers. For convenience, it is desirable to have these debug
tools all installed on the same host platform, so that during a debug session one can switch between the
tools quickly. This requires that the multiple drivers serving the various debug tools are all resident on the
host.

Figure 3-27 shows one possible scheme for how two debuggers can mutually-exclusively access a single
TAP debug function. It provides a separate DIC for each debugger. Each DIC evokes a separate driver
on the host, thus allowing the drivers for the different tools to be both resident on the host at the same
time. Section 4.3.1.6 describes how this can be achieved by using different values for the
binterfaceProtocol field of the interface descriptors.

Host TS Device
Ir ____________________ | Ir_____r_____:______:____l_______—__l
— |
! DIC1 o 1IAD 1 [ |
Dfx Driver || %5 (. | Debug Control | |
| Debugger 1 9
| g £ 4_._:_> pic1 IDvC.Dfx interface I Mutually-exclusive |
| (e.g., Commercial) DIC 1 o | | | : | \gccess |
| ) @ | |DvC.Trace interface |
Trace Driver || £ . | |
I gl 1! plalntylyelpnlntyniynls TAP |
| - El 1 1D 2 | unit ||
D 2
| eougger DIC? © |+ DIC2 < IDebug Control I I
|| (e.g., Proprietary) Dfx Driver | | . I
: L | DvC.Dfx interface :

Figure 3-27: Multiple debuggers accessing common Debug-Function Example

Note that how the TAP unit is shared by the two debuggers is implementation specific and thus beyond
the scope of this document. Most TAP debug tools require complete ownership of the TAP network, and
thus cannot share the TAP network with another tool. In order to share a debug resource, some high-
level arbitration and lock mechanism is necessary. The USB 3.1 Debug Class specification provides a
mechanism to share the USB interfaces and functions, but how the tools actually share these resources
is beyond the scope of a USB class specification.

However, the scheme shown in Figure 3-27 requires endpoints for each Dfx interface, and is thus
wasteful. It would be better if the debuggers could share the same endpoints, since typically, debug
resources are restricted. The following, alternative scheme, of using Alternate settings is more efficient:

e Interface 1: Debug Trace

¢ Interface 2 has two, mutually exclusive, alternate settings:
1. Alternate Setting 0: DvC.Dfx for Debugger 1
2. Alternate Setting 1: DvC.Dfx for Debugger 2

Figure 3-28 illustrates the descriptors for this example. The default is Alternate Setting O, and this driver
(or an associated filter driver) can issue a SET_INTERFACE request for Alternate Interface 1 and then allow
the driver for Debugger 2 to load. Similarly, debugger 2 can issue a SET_INTERFACE request for Alternate
Interface 0 and then allow the driver for Debugger 1 to reload.
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I Device Descriptor |

I Configuration Descriptor |

[ ' |
v L] ]
Interface Descriptor DvC.Dfx Interface Descriptor Interface Descriptor
(Commercial Debugger) DvC.Dfx (Proprietary Debugger) DvC.Trace
IN Endpoint 2| (OUT Endpoint 2| IN Endpoint 2| OUT Endpoint 2 IN Endpoint 1
Descriptor Descriptor Descriptor Descriptor Descriptor
Alternate Setting 0 Alternate Setting 1

Figure 3-28: Alternate Settings used to select between multiple Debuggers on the same
Endpoints.

The above mechanism allows one to switch between different debug tools and debug functions within the
TS. However, this in itself is insufficient: we also need to place the debug function into a known state after
each SET_INTERFACE request, which is described in the next section.

3.6.5.1 Initializing the Debug Function prior to Debugger changeover

The Network Control Model (NCM) devices class [8] solves the initialization problem described above by
using Alternate settings to place the network aspects of a function in a known state. Essentially, Alternate
setting 0 is purely a “reset/init” setting, while Alternate Setting 1 is the operational setting. Thus, toggling
between Alternate Setting 0 and 1 will reset the network. In addition, NCM uses commands to set
parameters before switching to the operational setting, so that the network initializes to a known, desired
state.

The USB 3.1 Debug Class uses a similar approach:

e Alt Setting 0: Master Debugger. This Master could be an “inert” driver that provides no debug
capability and is simply a mechanism to switch between tools. Alternatively, it could provide
debugger functionality.

e Before switching to another debugger, the Master first issues debug commands to init/reset the
desired debug function(s) to a known state. Ideally, the TS should provide a service, via the Set
Service debug command to initialize the function.

e Alt Setting >0 for the Slave Debuggers

Figure 3-29 gives an example. Alternate Setting O evokes a Master application on the host that, in this
example, uses the DvC.GP interface to access a Debug driver on the TS. This driver provides a service
to initialize the Dfx function.
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[ Device Descriptor |

I Configuration Descriptor |

\ |
v Y v
DvC.GP Interface ‘ ‘ DvC.Dfx Interface ‘ ‘ DvC.Dfx Interface ‘

‘IN Endpoint ZHOUT Endpoint 2‘ ‘IN Endpoint ZHOUT Endpoint 2‘

Alternate Setting O Alternate Setting 1 Alternate Setting 2
Master Debugger 1 Debugger 2

| |
I ( SW Debug Driver Initialize—» DX Debug '
| Function |

|

Figure 3-29: Master Switch with two Slave Debuggers

The Master in this example provides no Dfx capability — the two slave debuggers on Alternate Settings 1
and 2 provide that support. On enumeration, the host evokes the Master. The debug user can now select
one of the two debuggers. The Master achieves this by issuing a Set Alternate standard command to the
device and then initializing the Dfx unit before evoking the driver corresponding to the new Alternative
setting.

Later, to switch in a different debugger, it repeats the sequence:
e Alt Setting 0
e Debug command to init/reset the new desired debug function(s)

e Issues Set Alt Setting #0 to the device and instantiates the new driver on the host for the new
debugger application.

The Master in Figure 3-29 could have been an actual Dfx debugger, in which case it would have used the
DvC.Dfx capability instead of the DvC.GP capability.

Note that although the USB 3.1 Debug Class provides a mechanism to switch between debug tools via a
Master, it is beyond the scope of a USB Class specification to specify such a Master. This requires a new
standard to define the necessary services for the various industry tools.

Figure 3-30 shows a more elaborate descriptor example that supports four different debug tools per
debug capability. For example, a lab environment may use a proprietary debug tool for the DxC.Trace,
DxC.Dfx, and DxC.GP capabilities. However, occasionally the lab debugger may need to use a
Commercial tool for some or all of the debug capabilities. They would then use the Set Alternate
capability to switch in the alternative tool.

Note that the TS does not know or care which tools are on the host — it simply provides the capability for
the host to have up to 4 tools installed. Different users will install different tools. For example, the
modem debug team may wish to have their modem debug tool as the primary, default tool for
DxC.Trace, DxC.Dfx, and DxC.GP. Occasionally, the bug may require debugging different portions of
the TS, and then they may switch to a Core or Audio debug tool. These secondary tools may also
provide access to the DxC.Trace, DxC.Dfx, and DxC.GP capabilities.
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Device
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Example Use Scenarios

binterfaceProtocol 0 1 2 3

. Proprietary Debug Commercial Debug
Scenario 0 Tool o0l
Scenario 1 Commercial Debug

tool

Scenario 2 Modem Debug Tool C"mme"gz' Debug
Scenario 3 Graphics Debug Tool C"m'”et’g;' Debug P’Op”efgg’lDEbug

: Android Debug tool Sensor-Hub Debug Proprietary Debug Commercial Debug
Scenario 4 suite tool Tool tool

Figure 3-30: Example showing support for Multiple Debug tools

Figure 3-30 shows a few example scenarios:

Scenario 0: Lab based debug using a proprietary debug tool for the DxC.Dfx, DxC.Trace and
DxC.GP capabilities, which has access to proprietary debug logic within the TS. This tool could
have extensive access to the primary core. Occasionally, the debugger switches to a
Commercially-available tool for the DxC.Dfx, DxC.Trace and DxC.GP capabilities, because this
tool provides better access to the remainder of the SoC. For example, the proprietary tool may
only support traces and Dfx with the main core, while the commercial tool captures traces and
provides Dfx support with all of the debug units within the SoC.

- 40 -



USB 3.1 Debug Class 7/14/2015

e Scenario 1: Customer debug using only a commercial debug tool

e Scenario 2: Modem debug lab with the Modem debug tools accessing the Dfx, Trace and GP
capabilities of the Modem logic. Occasionally, the debugger switches to a Commercially-
available tool for the DxC.Dfx, DxC.Trace and DxC.GP capabilities of the APE, when the bug
appears to extend beyond the modem logic.

e Scenario 4: General debug of the OS and applications using Android and SW tracing tools.
Occasionally, the debugger may need to debug other issues such as the sensor hub.

3.6.6 Enumerating Interface Collections
Different USB device classes have developed different means of enumerating interface collections:

e Vendor-supplied callback routines

e Union-Function descriptors (UFD). This method is used by the Wireless Communication device
class
Interface Association Descriptor
Legacy Audio method

These, sometimes incompatible mechanisms, have led to complexities in current smartphones that
integrate a number of classes. For example, a smartphone device could integrate debug and wireless-
communication devices together, where the Debug Class uses IADs and the latter uses UFDs. These two
mechanisms cannot be intermixed, and instead IADs or UADs have to be used for all devices. This is a
known issue for device-driver developers, and is the same problem as trying to integrate Video with a
wireless-communication device in a smartphone (this is because the Debug class uses the same IAD
mechanism as the Video class or the AV class).

In addition, the support for UFD’s and IAD’s is inconsistent across operating systems, and it is not unusual
for the device to provide numerous different descriptor solutions for the various possible host operating
systems (some current generation smartphones provide 9 or more options). This Debug Class
specification specifies 1ADs, but an actual driver on a device is free to use some other method to
enumerate interface collections. This is outside the scope of this document.

-41 -



USB 3.1 Debug Class 7/14/2015

3.6.7 Debug-Control Interface

As explained in Section 3.5.4, there are a humber of possible mechanism for controlling the debug units,
which are all optional:

1. DxC.Dfx interface using TAP or some other mechanism
2. DxC.GP using a software driver that access the debug-units configuration registers via MMIO
3. Debug-Control Interface via the default endpoint O control endpoints.

A TS need not provide any means of controlling the debug functions via the USB. For example, a shipping
device may always provide default trace capability that is always enabled once configured.

This section describes the Debug Control method, which has the capability to control any particular or
groups of units within a debug function or multi-function. For example, one has the ability to enable the
power for the complete TS, or a particular DIC, or a particular unit or units within a DIC. To make these
objects accessible, the debug function shall expose a single Debug-Control Interface. This interface can
contain the following endpoints:

e A Control endpoint for manipulating TS, DIC, and Unit settings and retrieving the state of the
debug function (for example, the debug state at the end of a debug session). This endpoint is
mandatory, and the default endpoint 0 is used for this purpose.

e An interrupt IN endpoint for status returns (for example, when a debug breakpoint fired). This
endpoint is optional.

A device shall use an Interface Association Descriptor to describe a Debug Interface Collection for each
device function that requires a Debug-Control Interface and one or more Debug interfaces. (This
requirement is necessary to satisfy the IAD specification, which requires >1 interface).

The Interface Association Descriptor shall always be returned as part of the device’s complete
configuration descriptor in response to a GET_DESCRIPTOR (Configuration) request. The Interface
Association Descriptor shall be located before the Debug-Control Interface and its associated Debug
Interface (including all alternate settings). All of the interface numbers in the set of associated interfaces
shall be contiguous (there can be no gaps in the list of interface numbers).

The Debug-Control interface is the single entry point to access the internals of the debug function. Thus,
any Debug-Control request for the DIC or a Unit within the DIC shall be directed to the Debug-Control
interface of the debug function. Figure 3-31 provides an example. The Debug-Control interface is the
single entry point for the request, and thus the request is shown targeting interfacel. The figure shows a
read request (i.e., GET_CONFIG_DATA) of a global configuration register in the SoC (i.e., the complete TS).
This SoC contains many different registers, shown labelled as Configuration, Power-management, etc.
Some of these registers pertain to the complete TS, some to the complete DIC, and some to a particular
Unit. This example is targeting the complete TS because the wValue field is 0 (see Section 5.3.2 “Request
Examples” for more information). The wValue and windex fields of the Debug Request are used to direct
the command to control the complete TS, or the complete DIC, or a specific Unit within a DIC.
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Figure 3-31: Example of a Debug Control targeting the Global Configuration Register Control

Table 3-3 lists the available Debug requests.

Table 3-3: Supported Debug Commands

Request

Description

GET/SET_CONFIG_DATA,
SET_CONFIG_DATA_SINGLE

This requests reads or writes the configuration registers in the TS,
DIC, or specific Unit (e.g., Trace-Processing unit)

GET/SET_CONFIG_ADDRESS

This request reads or writes the Address used by the GET or
SET_CONFIG_DATA commands

GET/ SET_ALT_STACK

An SoC contains multiple cores, and any number of these could
support the USB stack. In addition, debug may have a special
hardware stack for this purpose. This command allows the host to
select an alternative core or hardware for the USB stack support.
The GET command also returns status on when the OS has booted
so that the host knows when it can use the normal OS USB stack.

GET/SET_OPERATING_MODE

This request reads or configures the power-management mode for
the TS, DIC, or specific Unit. For example, it can place the device
into a debug power-mode.

GET/SET_TRACE

This requests sets or reads the vendor-specific trace configuration.
The vendor can define one of 255 possible trace configurations.
For example, Trace Configuration 1 may enable all traces within
the TS, while Trace configuration 2 only enables the modem
traces. This register is not a bit mask but a number corresponding
to a set of enabled traces.

SET_BUFFER This command performs basic operations on a trace buffer (e.g.,
flush, initialize).

GET_BUFFER This command reads the buffer size for the TS, DIC, or specific
Unit (e.g., Trace-Processing unit)

SET_RESET This command resets the TS, DIC, or debug unit to its default state.
This is useful if the debug logic has hung.

GET_INFO This provides general information on the capabilities and support

for the various Debug Class commands in the TS, DIC, or specific
unit. Note that this is not information pertaining to the Debug
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Function as such, but information pertaining to the supported
debug commands and their capabilities.

GET_ERROR This reports status on a debug request (e.g., success, fail, etc).
This does not contain error information pertaining to a debug
operation per se, but rather to the debug control requests.

Full descriptions of the Debug Control requests are given in Section 5.
3.6.7.1 Control Endpoint

The Debug Class uses endpoint 0 (the default pipe) as the standard way to control the debug function
using class-specific requests. These requests are directed to the complete TS, to a DIC, or to a Unit within
a Debug Function. The format and contents of these requests are detailed in Section 5.

USB Control transfers minimally have two transaction stages: Setup and Status. A control transfer may
optionally contain a Data stage between the Setup and Status stages (see Figure 3-32 for an example).
The Setup stage contains all information necessary to address a particular entity, specify the desired
operation, and prepare for an optional Data stage. A Data stage can be host-to-device (OUT transactions),
or device-to-host (IN transactions), depending on the direction and operation specified in the Setup stage
via the bmRequestType and bRequest fields.

In the context of the Debug Class specification, SET_* requests will always involve a Data stage from host
to device, and GET_* requests will always involve a Data stage from device to host.

The device shall use Protocol stall (and not Function stall) during the Data or Status stages if the device
is unable to complete the Control transfer. The reasons for using Protocol stall include unsupported
operations, invalid target entity, unexpected Data length, or invalid Data content. The device shall update
the value of Request Error Control, and the host may use that control to determine the reason for the
Protocol stall (see Section 5.4.13 "GET_ERROR"). The device shall not NAK, NRDY, or STALL the Setup
transaction.

Typically, the host will serialize Control Transfers, which means that the next Setup stage will not begin
until the previous Status stage has completed. However, in situations where the Setup transaction is sent
before the completion of the previous control transfer, then the device shall abandon the previous control
transfer.

Due to this command serialization, it is important that the duration of control transfers (from Setup stage
through Status stage) be kept as short as possible. For this reason, as well as the desire to avoid polling
for device status, this specification defines an interrupt status mechanism to convey status changes
independently of the control transfers that caused the state change. This mechanism is described in
Section 3.6.7.2, "Status Interrupt Endpoint”. Any control that requires more than 10ms to respond to a
SET_* request (referred to as “Slow control”), or that can change independently of any external SET_*
request (“Self-Generated control”), shall send a Control-Change status interrupt. These characteristics
will be reflected in the GET_INFO response for that control.

If a SET _* request is issued to a Slow Control (i.e., >10ms slow response) with unsupported operations,
invalid target entity, unexpected data Length or invalid data content, the device shall use Protocol stall
since the device is unable to complete the Control transfer. The device shall update the value of the
Request Error Control (see Section 5.4.13 "GET_ERROR").

In the case of a SET_* request with valid parameters to an Slow Control, the Control transfer operation
shall enter the Status stage immediately after receiving the data transferred during the Data stage. Once
the Status stage has successfully completed, the device shall eventually send a Control Change Interrupt
that will reflect the outcome of the request:

e If the request succeeded, the Control Change Interrupt will advertise the new value (see in
3.6.7.2, "Status Interrupt Endpoint”).

o If the request could not be executed, the device shall send a Control Change Interrupt using the
Control Failure Change mechanism to describe the reason for the failure
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The amount of time between the end of a successful Status stage and the Control-Change interrupt is
implementation specific. For instance, a transition from a normal (non-debug), power state to a power
mode that powers up the debug logic may take hundreds of milliseconds.

The following flow diagrams show the Setup, Data and Status stages of SET_OPERATING Control
Transfers. The example on the left successfully completes within 10ms. The example on the right takes
longer, and thus the device issues a Control-Change Interrupt as soon as the operation completes.

Host Device Host Device
Setup stage Setup stage
(
Data stage Data stage
Control T > \ >
Transfer [T
< 10ms i State

L Change | Status stage

——————
77777777 Status stage

>10ms
l Control-Change
< Interrupt
Control-Transfer Example 1 Control-Transfer Example 2

Figure 3-32: Control Transfer Examples

3.6.7.2 Status Interrupt Endpoint

The Debug-Control interface can support an optional IN interrupt endpoint to inform the Host about the
status of the different addressable entities (units and interfaces) inside the debug function. The interrupt
endpoint, if present, is used by the entire Debug Interface Collection to convey status information to the
Host. It is considered part of the Debug-Control interface because this is the anchor interface for the DIC.

Possible uses for the interrupt endpoint include:

e The device supports debug breakpoints or debug events (e.g., pressing a virtual button on a
smartphone screen may start a debug trace). Hardware debug breakpoints of the main core are
difficult to support via the Interrupt breakpoint, because the debug breakpoint may halt the core
preventing the USB handler from supporting the Interrupt transaction. However, an
implementation may choose to use a secondary core in an SoC, which is not being utilized by the
application being debugged, to provide the necessary support for the Interrupt transaction.

e The device implements any Self-Generated controls (controls supporting device initiated
changes). For example, a debug device may automatically change a trace source upon some
event (e.g., low battery, flight-mode, GPS was enabled, the core powered down, etc.), or it may
dynamically request more available trace bandwidth (e.g., instructing the host debugger to turn
off some other debug sources) based on new circumstances (e.g., graphics rendering started for
WebGL content).

e The device implements any Slow controls (i.e., the device requires more than 10ms to respond
to a debug Control request).

The interrupt packet is a variable-size data structure depending on the originator of the interrupt status.
The bStatusType and the bOriginator fields contain information about the originator of the interrupt. The
bEvent field contains information about the event triggering the interrupt. If the originator is the Debug-
Control Interface, the bSelector field reports which control issued the interrupt (e.g., Config, Power, etc.)

Any addressable entity inside a debug function can be the originator of an interrupt.
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The contents of the bOriginator field shall be interpreted according to the code in the bits <3:0> of the
bStatusType field. If the originator is the Debug-Control Interface, the bOriginator field contains the Unit
ID of the entity that caused the interrupt to occur. A bOriginator field set to zero indicates the virtual entity
interface, which is used to report global Debug-Control Interface changes to the Host. This scheme is
unambiguous because Units are not allowed to have an ID of zero. If the originator is any debug capability
DxC.Dfx, DxC.GP, or DxC.Trace interface), then the bOriginator field contains the interface number of
this interface.

If the originator is the Debug-Control Interface, the bAttribute field indicates the type of Control change.

The contents of the bEvent field shall also be interpreted according to the code in bStatusType<3:0>. If
the originator is a DxC.GP, DxC.Dfx or DxC.Trace interface, there are additional debug events as defined
in the table below — e.g., pressing a virtual button on a Smartphone may start trace generation.

For all originators, there is a Control-Change event defined. Controls that support this event will trigger
an interrupt when a host-initiated or externally-initiated control change occurs. The interrupt shall only be
sent when the operation corresponding to the control changes is completed by the device.

A control shall support Control-Change events if any of the following is true:

e The Control state can be changed independently of the host control (e.g., on the Smartphone, a
virtual button disables a debug-power mode).

e The Control can take longer than 10ms from the start of the Data stage through the completion
of the Status stage when transferring to the device (i.e., for a SET_* operation)

If a control is required to support Control-Change events, the event shall be sent for all SET_* operations,
even if the operation can be completed within the 10ms limit (and thus appears to be unnecessary). The
device indicates support for Control-Change events for any particular control via the GET_INFO attribute.

Table 3-4, Table 3-5, and Table 3-6 specify the format of the Status packet
Table 3-4: Status Packet Format

Offset | Field Size Value Description
(Bytes)
0 bStatusType |1 BitMap/ <3:0>: Originator
Number <0>: Debug-Control Interface

<1>: Any of the possible DxC.Dfx interfaces
<2>: Any of the possible DxC.Trace interface
<3>: Any of the possible DxC.GP Trace interface

<7:4>: reserved

1 bOriginator 1 Number Unit ID or interface that is reporting the interrupt

When the originator is a Debug-Control Interface, the rest of the structure is:
Table 3-5: Status Packet Format (Debug-Control Interface as Originator)

Offset | Field Size Value Description
(Bytes)
2 bEvent 1 Number 0x00: Control Change

Otherwise: reserved
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3 bAttribute 1 Number Specify the type of control change:
0x00: Control Value change

0x01: Control Info change

0x02: Control failure change

Otherwise: reserved

5 bValue 1 Number bAttribute: Description
0x00 Equivalent to GET_CCONFIG_DATA
0x01 Equivalent to GET_INFO
0x02 Equivalent to GET_ERROR

Otherwise: reserved

When the originator is a DxC.Dfx, DxC.GP, or DxC.Trace interface, then the remainder of the structure
is:
Table 3-6: Status Packet Format (DxC.Dfx, DxC.GP, or DxC.Trace as Originator)

Offset | Field Size Value Description
(Bytes)
2 bEvent 1 BitMap/ All originators:
Number <3:0>: reserved

<7:4>: Vendor specific

3 bVvalue 1 Number Debug Event:
0x00: Debug “Button” released
0x01: Debug “Button” pressed

Otherwise: reserved

3.6.7.3 Hardware Trigger Interrupts

One possible usage of the Status-Interrupt endpoint is for hardware triggers to notify host software that a
debug breakpoint/event occurred. A breakpoint could occur on an instruction match, data match, debug
button press, etc. When the hardware detects a debug event, the Status-Interrupt endpoint will generate
an interrupt originating from the relevant DxC.Dfx, DxC.GP, or DxC.Trace interface. The event triggering
the interrupt (button press or release) is indicated in the interrupt packet. The default, initial state of the
button is the "release"” state.

The device specifies whether it supports hardware triggers, and how the host software should respond to
hardware-trigger events. These are specified in the class-specific Debug-Attributes descriptor (i.e.,
bmSupportedFeatures field) within the relevant DxC.Dfx, DxC.GP, or DxC.Trace interface. See Section
4, "Descriptors".

3.6.8 DxC.Trace Interface

The DxC.Trace interface sends debug traces from the trace function to the Host. It is optional. A debug
function can have zero or more DxC.Trace interfaces associated with it, each possibly carrying data of a
different nature and format. Each DxC.Trace interface can have one isochronous or Bulk IN data endpoint
for the data trace. Appendix C: describes a possible data format for the traces.
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There are a number of debug trace scenarios that require use of Alternate settings. These are:

e Casel: To select different bandwidths for isochronous traces. This is the typical usage case for
alternate settings (e.g., video streaming in the Video class)
0 In this case, the binterfaceClass = DxC.Trace, and the binterfaceProtocol are the same
value in all of the Alternate settings
e Case 2: To select between different drivers for trace capture. For example, during a debug
session, the user may wish to rapidly switch between a commercial debug tool and a proprietary
tool, where each provides a different set of capabilities. See Section 3.6.5 for more information
on multiple, mutually-exclusive drivers.
o In this case, the binterfaceClass = DxC.Trace, and the binterfaceProtocol will be a
different value for the different Alternate settings. Each Alternate setting will thus evoke
a different driver
e Case 3: This is similar to case 2, but in this case, it selects between alternate debug capabilities.
A TS may have a restricted set of endpoints available for debug usages, and uses alternate
settings to share these endpoints amongst different tools in a mutually-exclusive manner.
o0 Inthis case, the binterfaceClass will be a different value for each of the different Alternate
Settings (e.g., DbC.Trace and DbC.Dfx).

These options are not mutually exclusive, and may be combined. We give an example later (see Figure
3-35).

3.6.8.1 Alternate Settings — Case 1
Case 1 is when the Alternate setting selects between various different isochronous bandwidths.

An isochronous interface provides guaranteed bandwidth. However, a host may not be able to satisfy the
requested bandwidth if it has already allocated bandwidth to another isochronous interface. For this
reason, an isochronous interface needs to provide a set of bandwidth requirements (e.g., 50MB, 100MB,
& 200MB) to allow the host application the flexibility to select the next-best bandwidth option.

Thus, the rule is: A DvC.Trace interface with isochronous endpoints shall have alternate settings, which
the host can use to change the bandwidth requirements that an active isochronous pipe imposes on the
USB.

In addition, such an endpoint shall incorporate a zero-bandwidth, default alternate setting (alternate
setting zero)Z2. This setting gives the host software the option to temporarily relinquish USB bandwidth by
switching to this alternate setting if required. For example, this may occur if a video application requires
isochronous transfers and there is insufficient link bandwidth for both the current debug isochronous traffic
and the video traffic to run concurrently. The zero-bandwidth, alternate setting for the isochronous

interface shall not contain a non-zero bandwidth DvC.Trace isochronous data endpoint descriptor3.

Figure 3-33 shows a possible example.

2 ABulk endpoint is acceptable as a zero-bandwidth alternate setting. That is, the zero bandwidth setting is implied by the omission of an
isochronous endpoint for alternate 0

This statement only applies if one uses a zero-bandwidth isochronous endpoint instead of a Bulk endpoint for the zero bandwidth
setting.
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Figure 3-33: Example of DvC.Trace Descriptors

Debug traces vary significantly in bandwidth requirements. For instance, software messages (e.g., printf-
type messages) typically require low bandwidth (2-30MB/s), whereas hardware traces from bus watchers,
and processor-instruction traces can consume considerable bandwidth (800MB/s or more). During a
debug session, the debugger may have configured the device to only send out software messages,
hardware messages, or both. Consequently, an isochronous DvC.Trace interface should support a range
(greater than two) of alternate interface settings with varying bandwidths. By doing so, the host would be
able to select an appropriate alternate setting for a given debug-trace scenario that best utilizes the bus
bandwidth.

3.6.8.1 Alternate Settings — Case 2 and Case 3

Case 2 is when the Alternate setting selects between a number of different Debug trace drivers. Case 3
is similar, except that now the alternate setting selects between different debug capabilities (e.g., between
DxC.Trace and DxC.Dfx). Either of these cases allows the sharing of different debug tools (including their
drivers) across the same endpoints. Figure 3-34 shows the endpoints being shared across trace and Dfx.

[Device .
v

| Configuration .
[

Alt. Setting 0 i
|

{ ]
! [Interface (Debug Class) ]
i ‘ Sub-Class = DvC.Trace

Bulk IN Endpoint
| =
I

" nterfa Y Alt.S = I
[Interface (Debug Class) )" >*""" |

Sub-Class = DvC.Dfx
[Bulk IN Endpoint ]

[Bulk OUT Endpoint ]

Figure 3-34: Example of Alternative setting for DvC.Trace and DvC.Dfx

Figure 3-35 is a more extensive example that uses Cases 1, 2, and 3. The first set of Alternate settings
evoke host driver A. This is for an isochronous trace and is an example of Case 1. The interfaces for this
case have binterfaceSubClass = DxC.Trace and binterfaceProtocol = 0.
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Figure 3-35: DvC.Trace Example using multiple different types of Alternate settings

The second set of Alternate settings in Figure 3-35 evoke host driver B. The interfaces in this example
are also for an isochronous trace, but this time they evoke a different trace driver. Thus, these two sets
of interfaces (corresponding to Triplets A and B) are examples of Case 2. The interfaces for these two
sets of interfaces have different values for binterfaceProtocol, as highlighted in Figure 3-35. Note that
within each of these two sets of interfaces we have examples of Case 1.

The third set of Alternate settings is an example of Case 3 where the Alternate setting selects a Dfx host
driver C. In this case, the binterfaceSubClass field of the Interface descriptor is now equal to DvC.Dfx.

3.6.8.2 DvC.Trace Isochronous Trace Comments

Certain debug scenarios require the debug traces to share bandwidth with normal USB traffic (for
example, when debugging a smartphone that is acting as a mass-storage device). Bulk transfers share
the link bandwidth, and thus the debug trace will receive whatever bandwidth is left over. Isochronous
transfers on the other hand, guarantee a minimum bandwidth, allowing the debugger to choose the
appropriate bandwidth for a debug trace via an alternate setting.

There is no negotiation involved between the debugger and the TS when assigning bandwidth (unlike, for
example, the Video class). The debuggers know the type of traces they are capturing (i.e., software
messages, hardware messages, processor traces, etc.) and can thus choose an alternate setting that
provides sufficient bandwidth.

The advantages of using isochronous transfers for debug traces are:

e Certain debug traces, such as processor-instruction traces, require a minimum, guaranteed
bandwidth to be useful. Such traces typically contain internal synchronization points that allow
them to recover from an occasional loss of trace, but if these gaps become too frequent then the
trace becomes worthless. When debug is sharing the USB bus with another function (e.g., mass
storage), and both are in Bulk mode, then a burst of activity by a non-debug function could ruin
the debug trace. If the debug sighting requires a non-debug function to be active, and this function
robs the debug trace of its necessary bandwidth, then this could prevent debug of the sighting.

e Generally, it is better to guarantee sufficient bandwidth for a quality debug trace, and hope that
the remaining USB bandwidth is sufficient to provoke the bug scenario. The quality of a debug
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trace is paramount because processor-instruction traces can take many hours (even a day) to
process. At the time of debug capture, one knows if the trace contains the bug sighting, and thus
one can keep repeating the test until it does. The converse scenario of capturing a bad trace for
the bug sighting will waste many hours/days before one discovers that it is necessary to repeat

the test.

There are disadvantages to using isochronous. Debug traces can be very bursty with a high average
bandwidth. This requires large buffers to smooth out the traffic. The minimum isochronous service-interval
period is 125us, which requires a 48KB debug trace buffer to sustain the bandwidth in the case of sporadic
debug traces. For some implementations, dedicating a 48KB buffer for debug could be prohibitive. Thus
some other solution is needed to reduce the size of the debug trace buffer. Appendix C: describes such
a solution. However, the buffer cannot be too small because isochronous traffic accounts for 80% of the
service interval. Figure 3-36 gives an example of a processor-instruction trace. This is typically bursty, as
shown in the figure. If the device provides a trace buffer that is too small (e.g., smaller than 16KB), then
portions of the trace will be lost every service interval. Such gaps in the trace can make it useless.

This portion of

MIPs

trace is lost
<>

»

Buffer fills—| [«

|

Time 2>

USB3 isochronous
transfer

USB3 isochronous

USB3 isochronous
transfer

USB3 isochronous
transfer

USB3 isochronous
transfer

Idle ‘

Idle ‘

Idle ‘

Idle

transfer

%/_/

48KB (96us)
About 384K inst.
at 1bit/inst.

29us (14KB equivalent)
Thus need about 16KB buffer
to cover this idle period

Figure 3-36: Lost processor-instructions trace segments caused by inadequate trace buffers
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4 Descriptors

4.1 Descriptor Layout Overview
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Figure 4-1: Debug-Descriptor Sample Layout

Figure 4-1 shows an example descriptor layout for the DvC Debug capability. DbC is identical except that
it does not support non-debug “normal” USB interfaces.

Figure 4-1 shows all three debug interfaces (DvC.Dfx, DvC.Trace, and DvC.GP). It assumes isochronous
traffic for the debug traces, and thus shows a number of alternate settings for the various bandwidth
options. In addition, the example shows the device supporting a “normal”, non-debug function. It also
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shows an IAD forming a DIC out of the Debug Control, DvC.Dfx, and the DvC.Trace interfaces. There 